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My Research

* Building fault-tolerant software systems

 Compiler & runtime techniques for resilience
— Error detection in parallel programs [DSN’12]
— Error detection in soft-computing applns. [DSN’13]

* This talk

— Reliability of modern web applications
— “VISIONS for SEC&DEP R&D (FUTURE)”



Modern Web Applications

Google  amazon m



Modern Web Applications: Features

i

avaScript

Asynchronous Multiple Elements JavaScript

e JavaScript: Implementation of ECMAScript standard

* Executes in the web browser — sends AJAX messages

* Responsible for web application’s core functionality
* Not only for appearance and stylistic elements



: Prevalence

JavaScript

e 97 of the Alexa top 100 websites use JavaScript
 Thousands of lines of code, often > 10,000

Lines of code
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JavaScript: “Good” or “Evil” ?

>

JavaScript:
The Good Parts S °

OREILLY" | YAHOOLPKESS 1yt (it

Eval Calls (from Richards et al. [PLDI-2009])

100000
E 10000 B
\V 1000 — B
3 100 + — " — = — B
10 BB — — E S B e —
I 1
S o1




Does Reliability Matter ?

* Snapshot of iFeng.com: Leading media website in China

an error occurred when processing this directive

[an error occurred while processing this directive]
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Studies of JavaScript Web Applications

Performance and parallelism:
[Ratanaworabhan-WebApps2010],
[Richards - PLDI2009], [Fortuna —
[ISWC2011], [Mehrara— HPCA2011]

Reliability

?

Security and Privacy:
[Yue-WWW 2009],
[Guarnieri-Usenix 2009],
[Jang-CCS 2010]




This Talk

* Two approaches for studying JS Reliability

— Log Messages [ISSRE 2011] — With F. Ocariza and
B.G. Zorn

— Bug Reports [ESEM 2013] — With F. Ocariza, K.
Bajaj, and A. Mesbah

e Future Directions and Conclusions



JSER: JavaScript Error Messages

All exceptions thrown are logged to JS console

Yahoo! : My Yahoo! : Mail : More

YAHC‘R,Q-'@ ANSWERS

Make Y! My Homepage Hi, Frolin ¥ : Sign Out : Help

WEB SEARCH

HOME BROWSE CATEGORIES MY ACTIVITY

What would you like to ask?

Continue

Answer Discover

Share your knowledge, Help others and The Best Answers chosen by the
be an Expert Community

Browse Open Questions Browse Resolved Questions

What are you looking for?

Best of Answers

How does an electric eel generate electricity?
Asked by Notyourtypicalteenageboy - Zoology

- The electric eel has three abdominal pairs of organs that... More >

29514 19 (2 Answer by Wolf Maltin

[ Send to a friend

Search Y! Answers  Advanced Search
|

omooo
Ready to Participate?
Get Started!

ADVERTISEMENT

YOU COULD
WIN THE X1 ULTIMATE
ADVENTURE.

© @ Cisnul

if (window.yzg p==null)dcocument.write("...d/lib/bec/ber 2.0.5.js></scr"+"ipt>");

Q B Permission denied for <http:/fad.yieldmanager.com:> to call method Location. toString on <http: //ca.answers.yahoo.com>.
document.write ("<scr"+"ipt type='text/...rc='"+prHosti+pr_s+"'></scr"+"ipt>");

0 E("set_hp_firefox_instructions”) is undefined
if{("undefined" ==typeof YAHOO&&YAHOO){.. .etTimeout({arguments. callee, 100)}})0};

Multiple
exceptions
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JSER: Tools

* Chose 50 web applications from Alexa top 100
* Created Selenium tests (15 per application)
e Capture JavaScript Errors printed to Firebug

[ —

FireBug

web debugging evolved

€)Alexa

The Web Informa

- o
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JSER: Research Questions

Do errors occur in web apps and How do errors correlate
if so, what categories do they with static and dynamic
fallin? characteristics of the app?

P

How do errors vary by
speed of testing ? Are
they all deterministic ?

12



JSER: Method

€) regionArray[l] is undefined <

var regionWeatherCity = regionArray[1].slice(0,-1);
ifeng.com (line 611)

-«

r2

1. Description of error message
2. Line of code corresponding to error

3. Domain name and line number

Two errors are different if any attribute is different

L2

13




JSER: Error Frequencies Results

* Average of 4 distinct error messages/application
— Conservative estimate (only distinct messages)
— Fifteen test cases per application

Total Distinct Errors

14



JSER: Error Classification Results

* 94 % of errors fall into four predominant categories

Distribution of Error Messages

¥ # of Permission Denied Errors

® # of Null Exception Errors

" # of Undefined Symbol Errors

™ # of Syntax Errors

= # of Miscellaneous Errors

15



JSER: Null Exception Example

Taken from
amazon.com

STon mIoViSS &Y oy Susje
) Drama

Fantasy

Foreign Film - Italian 4% 0
Foreign Video - Italian

1000C

Feedback
» If you need help or have a question for Customer Service, contact us.
» Would you like to update product info, give feedback on images, or tell us about a lower price?

() Movie
((Find DVDs matching ALL checked subjects )
i.e., each DVD must be in subject 1 AND subject 2 AND ...

» Is there any other feedback you would like to provide? Click her:
verygoodmedia ippin: nm ia123 Returns & Exchanges 9%

verygoodmedia123 Privacy Statement

Your Recent History (whats this?) C
Recently Viewed Items Continue Shopping: Customers Who Bought Items in Your Recent History Also Bought Page 1 of 13 m a u S e S e r ro r

The Adventures of Sherlock Holmes by Sir

| & . : on click
*Error Message: document.getElementByld(“inappDiv”) is null

document.getElementById (“inappDiv”) .style.display = ‘none’;

eExplanation: inappDiv was only defined for users who are logged in

eBottom Line: JS errors may expose security issues

16



JSER: Research Questions

Do errors occur in web apps and How do errors correlate
if so, what categories do they fall with static and dynamic
in? characteristics of the app?

S~

How do errors vary by
speed of testing ? Are
they all deterministic ?

17



JSER: Effect of Testing Speed

e Varied testing speed for replaying events in
Selenium

 Performed three executions in each testing speed

Fast Medium Slow

S

0O ms 500 ms 1000 ms



JSER: Testing Speed Results (CNN)

Permission Denied for 4 4 4 I 3 3 2 2 3

view.atdmt.com to call <fname> on
marquee.blogs.cnn.com

window.parent.CSIManager is un- | 0 0 O 0 O 0 I | O
defined

Many Errors are Non-Deterministic

19



JSER: Non-Determinism

e More than 70% of errors are non-deterministic

 Total non-deterministic errors

20



JSER: Research Questions

Do errors occur in web apps and
if so, what categories do they fall
in?

How do errors correlate
with static and dynamic
characteristics of the app?

How do errors vary by
speed of testing ? Are
they all deterministic ?

21



JSER: Static/Dynamic Characteristics

Static Characteristics Dynamic Characteristics
Measured using Phoenix & Firebug plugins From Richards et al. [PLDI — 2010]

* Alexa Rank * Number of called functions
* Bytes of JavaScript code * Number of eval calls
 Number of domains * Properties deleted

 Number of frameworks * Object inheritance overridings



JSER: Correlations Summary

Static Characteristics Dynamic Characteristics

 Alexa Rank

* Number of domains

e Number of frameworks



JSER: Summary

* JavaScript errors abound in production web
applications under normal operations

e JavaScript errors vary by speed of testing;
majority of the errors are non-deterministic

* JavaScript errors are not correlated with code
size or with eval calls, but with other metrics



This Talk

* Two approaches for studying JS Reliability

— Log Messages [ISSRE 2011] — With F. Ocariza and
B.G. Zorn

— Bug Reports [ESEM 2013] — With F. Ocariza, K.
Bajaj, and A. Mesbah

e Future Directions and Conclusions

25



JavaScript Bug Report Study

 What are the root causes of JavaScript faults?

* What impact do JavaScript faults have?

Bug Report Study of twelve popular, Open
Source JavaScript Applications

26



Bug Report Study: Results

* Bug report study of 12 web applications
— Over 300 bug reports analyzed; only fixed bugs

* DOM-related errors dominate JavaScript
errors (66% of total errors)

— DOM related errors often lead to wrong output
rather than exceptions (89% versus 39%)

— DOM related errors responsible for 80% of highest
impact faults (e.g., major functionality loss)



This Talk

* Motivation and Approach

* Two approaches for studying JS Reliability

— Log Messages [ISSRE 2011] — With F. Ocariza and
B.G. Zorn

— Bug Reports [ESEM 2013] — With F. Ocariza, K.
Bajaj, and A. Mesbah

e Future Directions and Conclusions

28



Future Directions

* Techniques to build dependable web applications
— Fault Localization [ICST'12 — best paper award nominee]
— Mutation testing [ICST’13 — best paper award runner up]
— Robustness testing [ISSRE’10]

* Effect of HTML5 primitives and features
— Canvas interactions, local storage, database etc.

DP’ve seen the

FUTURE

It’s in my

BROWSER




Conclusions

* Modern web applications increasingly important
— Reliability (and security) is a significant challenge

 Measured the reliability of modern web applications
— Based on console log messages [ISSRE’11]
— Based on openly available bug reports [ESEM’13]

* This is an area that we in the dependability
community should be leading

— Significant impact possible if we jump into this now !
— Other communities will do this, and we may not like it |
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Modern Web Application: Example

e00 Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more (&)
@‘ @ @ @ (@ [ http://www.amazon.com/ -;‘;v\ (3 \
Most Visited ~ Getting Started Latest Headlines » Apple Yahoo! Google Maps YouTube Wikipedia News~ Popular~
l a com: Online St for...
amazon com Hello. Sign in to get personalized recommendations. New customer? Start here. The Halloween Store: Scary Good Deals

Books

Movies, Music & Games
Digital Downloads

Kindle

Computers & Office
Electronics

Home, Garden & Pets
Grocery, Health & Beauty
Toys, Kids & Baby
Clothing, Shoes & Jewelry

Sports & Outdoors

Automotive & Industrial

>

>

Tools & Home Improvement >

>

Customers with Similar Searches Purchased

i

Your Amazon.com 9 ' Today's Deals = Gifts & Wish Lists = Gift Cards

Your Account | Help

JE-TETOW All Departments s

N ® et Wit @

Shopping from Canada? I*I Visit | visitez

Magasinez-vous depuis le Canada ?

The All-New

Transferring data from spe.atdmt.com...

amazonca

» Shop now

er, Lighter, Faster with 50% Better Contrast

Amazon.com » Shop now

Gift Cards ok
E ping 24re Wil

n Store

r Halloween

v

Q 1Error 4

Modern Web applications provide rich functionality without leaving the page
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Experimental Objects

Eight JavaScript Web Applications

Tnoc JJ g& @WORDPRESS Q

Joomlal Drupal

w (& TYPO3T

ROUND CUBE WIKIMEDIA

Four JavaScript Libraries

prototype

JavaScript framework

33



Experimental Methodology

* Collect bug reports from bug repositories
— Focus on bugs that are marked fixed
— Organized into a uniform format (XML file)

Filter out Pick the first
reports that 30 reports and
are not marked analyze them
“fixed” OR the manually to
fault does not determine
involve JS cause/impact

Search for all
bug reports

that have the
word
“JavaScript”

34



DOM-Related Error: Example

ID of element to retrieve: hello_world

1l wvar toggle = 1; u e

2 var x = “hlelo "; Fault: “hello_" is misspelled

3 wvar y = "“world”;

4 var elem = document.getElementById(x + Vy);

5 wvar dis = “";

6 if (t.oggle = 1) A Error: Code would attempt to
7 dis = “block”; retrieve the DOM element using
8 } wrong ID. elem becomes NULL
9 else {

10 dis = “inline”;

11 }

12 elem.style.display = dis; Failure: NULL EXCEPTION!



Research Questions

 RQ1: What types of JavaScript errors occur in
web apps ?

* RQ2: What is the nature of failures stemming
from JS errors ?

* RQ3: What is the impact of JS errors ?

36



Research Questions

e RQ1: What types of JavaScript errors occur in
web apps ?

* RQ2: What is the nature of failures stemming
from JS errors ?

* RQ3: What is the impact of JS errors ?

37



Research Questions

 RQ1: What types of JavaScript errors occur in
web apps ?

* RQ2: What is the nature of failures stemming
from JS errors ?

* RQ3: What is the impact of JS errors ?

38
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AutoFlox [Ocariza — ICST 2012]

e AutoFLox: Automatic fault localization tool for JS

— Find origin of the null value
— i.e., find the direct DOM access

var toggle = 1;
var x = “hlelo ”;
var y = “world”;

var elem = document.getElementById(x + Vy);

var dis = “";
if (toggle == 1) {
dis = “block”;

elem.style.display = dis;

Direct DOM Access
(This is where the NULL
value came from)



Mutandis [Mirshokraie - ICST 2013}

 Mutates original program to test quality of test suites
* Problem: Equivalent mutants obscure the value

* Generate only a few equivalent mutants by ranking
functions by their importance: FunctionRank

=
S,

Original Program Mutant



Modern Web Application: JavaScript

0o Phoenix Editor
dl http://z-ecx.images-amazon.com/images/G/01/s9-campaigns/s9-multipack-layout-seeded._V200618968_.js ( Reload
109, ¥
110. }
111. }
112.
113. S9MultiPackLayout.prototype.makeVisible = function() {
114. var numProposedVisibleItems = this.numProposedVisibleItems();
var lastVisibleCol = this.firstVisibleCol + numProposedVisibleItems - 1;
var width = ((100 / numProposedVisibleItems)-1);

if (this.seedItem) {

this.seedItem.style.width = width + "%";

this.itemChildren[0].style.display = "";

this.itemChildren[0].style.width = "100%";

this.otherItems.style.width = (98 - width) + "%";

var widthWithoutSeed = ( (100 / (numProposedVisibleItems-1))-1);

for (var i = 1; i < this.itemChildren.length; i++) {

if ((i >= this.firstVisibleCol) && (i <= lastVisibleCol)) {
this.itemChildren[i].style.display = "";
this.itemChildren[i].style.width = widthWithoutSeed + "%";
if (this.itemImages[i].getAttribute( 1")) {
this.itemImages[i].src = this.itemImages[i].getAttribute("url");

this.itemImages[i).setAttribute("url"”, "");
}
132. } else {
133. this.itemChildren[i].style.display = "none”;
134. }
135. }
136. } else {
1 for (var i = 0; i < this.itemChildren.length; i++) {
138. if ((i >= this.firstVisibleCol) && (i <= lastVisibleCol)) {
139. this.itemChildren[i].style.display = "";
140. this.itemChildren[i].style.width = width + "%";
141. if (this.itemImages[i].getAttribute("url")) {
142. this.itemImages[i).src = this.itemImages[i].getAttribute("url")
143. this.itemImages[i).setAttribute("url", "");
144. }
145. } else {
146. this.itemChildren[i].style.display = “none”;
Formatcode ) (  Execute)s ) ( Error console

Significant amount of JavaScript code executing in the browser




Modern Web Application: Console

0 unterminated string literal
zGPU="http://www.about.com/"'"
Q P ss is not defined
return ss("go to wildtangent.com");
€3 P csis not defined

return ss("go to www.toys-games.best-price.com");

€ ss is not defined

€ > csis not defined
esQ);

0 unterminated string literal
zGPU="http://www.about.com/"'"

0 Permission denied for <http://ad.yieldmanager.com> (document.domain has not been set) to call method Location.toString on <http://search.about.com> (document.domain=<http://about.com>).

0 unterminated string literal
zGPU="http://www.about.com/"'"
€ » ssis not defined
return ss("go to ask.com");
€ » csis not defined
return ss("go to ask.com");
€ ss is not defined
€ P csis not defined
csQ;
0 P ss is not defined
return ss("go to wildtangent.com");
€ > csis not defined
return ss("go to wildtangent.com");
€ ss is not defined
Q P cs is not defined

search.about.com (line 22)

search.about.com (line 2)

search.about.com (line 2)

search.about.com (line 2)

search.about.com (line 22)

search.about.com (line 22)

search.about.com (line 2)

search.about.com (line 2)

search.about.com (line 2)

search.about.com (line 2)

search.about.com (line 2)

Modern Web Apps experience errors even during normal execution !




Research Questions

RQ1: What types of JavaScript faults occur in web
apps ?

RQ2: What is the nature of failures stemming from JS
faults, and what is the impact?

RQ3: What is the root cause of JS faults?
RQ4: Are JS faults browser-specific?

RQ5: How long does it take to fix a JS fault?

43



Results: Error Categories

Other
Syntax- 1%

Based Fault DOM -related
11% 65%
Incorrect\ Incorrect /
ReturnOVaIue ~ S Method
3% Parameter
\
O,
Undeﬁned_/ - 74%
Method |
5% Undefined/ Not DOM-
Null Variable Related
Usage 9%

6%
Incorrect Method Parameter Error: Unexpected or invalid value
passed to JS method or assigned to JS property.

DOM-Related Error: The JS method is a DOM APl method
- Account for around two-thirds of JavaScript Errors
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table

/

tr

DOM-Related Errors

div

/

html
body head
P
Text:
“Hello
world”

Want to retrieve this
element

script




DOM-Related Errors

JavaScript code: var x = document.getElementById (“elsm”) ;

I I
DOM-related

JavaScript error

DOM:

id: elem

46



Results: Nature of Failures

* DOM related errors are less likely to be code
terminating i.e., exceptions (39% Vs. 89%)

100
90
80
70
60
50
40
30
20
10

0

Overall

Non-DOM
related

& Code-terminating
Errors

Output related errors
-
DOM
related

47



Results: Impact of JavaScript Errors

* Impact Types — Based on Bugzilla classification
* Type 1 (lowest impact), Type 5 (highest impact)

140

120

100

D [e]
o o

Number of Bug Reports
S

Type 2

@ All Errors

Type 3 Type 4
Impact Types

“ DOM-Related Errors Only

Type 5

80% of highest
impact errors are
DOM-related
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Results: Browser Specificity

Most JavaScript faults are not browser-specific

76%

2%

17%

0
1%:1%

1%

WIE

& Firefox
Chrome

W Safari
Opera

Not browser-specific



Results: Causes of JS Faults

e Error Locations
— Most errors committed by programmer in JS code

1%

1%1%

10%

& JavaScript

W HTML

= Server-Side Code
& Server Config File

« Other

50



Results: Triage and Fix Times

* Triage Time: Time it took to assign/comment on bug
* Fix Time: Time it took to fix the bug since it was triaged

100

90

80 T

70

“ All Faults

60 ‘ —

50 ‘ ——

& DOM-Related Only

40

30 A

Average # of Days

Non-DOM-Related
Only

20 -

10 -

O =

Triage Time Fix Time
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Vejovis [ Ocariza — To be submitted ]

* Vejovis: automatic fix suggestion of DOM-related
errors

N oy O WD R

12

— Starts at direct DOM access
— Provide fix suggestions based on common patterns in DOM

var toggle = 1;

var X = “hlelo "; Parameter

var y = “world”;

var elem = document.getElementById(x + Vy);

var dis = “";

if (toggle == 1) {
dis = “block”; id

Find “potential replacements” in DOM

elem.style.display = dis; id r s id rt



Clematis [Alimadi — under review]

* Challenge: Web applications are complex, and consist
of DOM interactions, AJAX messages and timeouts

e Difficult to trace the links between events and JS code

e Clematis allows users to visualize causal dependencies

between events and code, and between asynchrous
events

[ﬂ -, . .lr.,: [ﬂ‘ \ Iluu lf_nu-;a &
kel P J €SBl EDICE=D] I ol b C=D sl b ETD,
w0r S « = - o
_x—llk st _— L,—| uuuuu { - [—l Resutt N
= | 5 | e---d e
]| ! j "ﬂ ‘r*m ~ B
| L T SR A ol =<

! D
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Pythia [Mirshokraie — under review]

Automated unit test and oracle generation for web

apps.
First, crawls application to generate event sequences

Extracts unit tests from sequences with high coverage
Creates Oracles for unit tests ¢ 3

N4 | “n . ¢ .
s ) e .

54
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Nature of Failures

Code-terminating

element = getElementByID(“elem”);
b = element.getAttribute(“badAttr”)
element.innerHTML = “text”;

b.value = “newValue”;

exception

Output DOM-related

function changeToBlue(elem) {
element = getElementBylD(elem)

element.style.color = “red”; Wrong colour change



JSER: JS Code Size Correlations

* Low correlation
— JS reliability not correlated with code size

Total Errors vs JS Bytes

1800000
1600000 *
1400000
@ 1200000

L 3

= 1000000 . o Series]

= 800000 -

= 600000 g
400000

L g

g

200000 i,—i—f L g—:
4

L 2

0 —o—9o—=#
8 10 12 14 16 18

Total Errors




JSER: Eval Calls Classification

* Low correlation
— Eval calls do not seem to influence reliability

Total Errors vs Eval Calls
2000
1500 *
£
® .
% 1000 o Total Errors
& . *
500
.
. X *
0 -—‘—o—‘—g—? . . —
0 5 10 15 20
Total Errors




Towards Dependable Web Applications

* Focus on understanding, testing and fixing
errors in web applications automatically

— Web application understanding behavior
(Clematis)

— Test generation (Mutandis — ICST’13 best paper
runner up, Pythia — under submission to ASE’13)

— Fault localization and suggesting fixes (AutoFLox —
ICST’12 best paper nominee, Vejovis)



